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(54) Synchronised electronic identification system.

(57) The invention relates to an identification sys-

tem comprising an interrogator and a plurality

of transponders. The interrogator includes

transmitter means (30) for transmitting an inter-

rogation signal to the transponder, receiver

means (10) for receiving a response signal from
the transponder, and processor means (18) for

identifying the transponder from data in the

response signal. Clock extraction means (12,

20, 22, 24, 26) are further provided for extracting

a transponder clock signal from the response
signal which is used to synchronise the modifi-

cation of the interrogation signal with the res-

ponse signal from the transponder. Each
transponder comprises receiver means (110,

116) for receiving the interrogation signal, a
transponder clock generator (114), a code
generator (112), transmitter means (110), and a
modulator (118) connected to the code
generator, so that on receipt of the interro-

gation signal the transponder transmits a res-

ponse signal containing data which identifies

the transponder. The interrogator is adapted to

detect successful reception of a response sig-

nal from any transponder, to derive a synchroni-

sation signal from the response signal of that

transponder, and to modify the interrogation

signal synchronously with the response signal

to indicate successful reception of the response
signal. Each transponder further includes

means (116) responsive to a respective modifi-

cation of the interrogation signal to cease trans-

mission of its response signal.
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BACKGROUND OF THE INVENTION

This invention relates to an identification system comprising an interrogator and a plurality oftransponders.

South African Patent application No. 92/0039 describes an identification system which comprises an in-

5 terrogator and a number of individual transponders, each transponder being associated with an article to be

identified. The articles to be identified may be vehicles, items of stock in a supermarket or warehouse, or hu-

mans, for example.

In the system described in the abovementioned patent application, it is possible under extreme circum-

stances that the signal from one transponder which is relatively faraway from the interrogator could be swamp-
10 ed by the signal from a nearby transponder, leading to non- identification of the transponder which is further

away.

It is an object of the invention to improve the reliability of transponder identification in a system of the kind

referred to above.

15 SUMMARY OF THE INVENTION

According to the invention an identification system comprises an interrogator and a plurality of transpond-

ers, the interrogator including transmitter means for transmitting an interrogation signal to the transponder, re-

ceiver means for receiving a response signal from the transponder, and processor means for identifying the

20 transponder from data in the response signal; each transponder comprising receiver means for receiving the

interrogation signal, a transponder clock generator, a code generator, transmitter means, and a modulator con-

nected to the code generator, so that on receipt ofthe interrogation signal the transponder transmits a response

signal containing data which identifies the transponder, the interrogator being adapted to detect successful

reception of a response signal from any transponder, to derive a synchronisation signal from the response sig-

25 nal of that transponder, and to modify the interrogation signal synchronously with the response signal to indi-

cate successful reception of the response signal, each transponder including means responsive to a respective

modification of the interrogation signal to cease transmission of its response signal.

Preferably, the interrogator includes clock extraction means for extracting a clock signal from the response

signal which is used to synchronise the modification of the interrogation signal with the response signal.

30 The clock extraction means may be adapted to generate a pseudo transponder clock signal which follows

the frequency of the extracted transponder clock signal.

Preferably, the clock extraction means includes a voltage controlled oscillator which generates the pseudo

transponder clock signal, and extracted clock monitor means which monitors the presence of the extracted

transponder clock signal and which controls the voltage controlled oscillator to maintain the frequency of the

35 pseudo transponder clock signal constant in the absence of the extracted transponder clock signal.

The interrogator may include timing reference means arranged to generate an output voltage for control ling

the voltage controlled oscillator, the output voltage being related initially, when a transponder response signal

is received, to the value of a synchronisation code in the transponder response signal.

The timing reference means may be arranged to generate a voltage ramp, the voltage value reached by

40 the ramp being related to the duration of a synchronisation bit in the transponder response signal.

The interrogator may be adapted to modify the interrogation signal for a first predetermined number of

transponder clock periods, a second predetermined number of transponder clock periods after successful re-

ception of the transponder response signal by the interrogator.

In a preferred embodiment the interrogation signal is modified by being interrupted.

45 The transponder may include logic circuitry arranged to monitor the modification of the interrogation signal

and to cause the transponder to cease transmission of its response signal only if the modification of the inter-

rogation signal has a duration related to the duration of a predetermined number of transponder clock periods.

The logic circuitry may be arranged to monitor the modification of the interrogation signal over a period

corresponding to a single transponder clock period.

so The interrogator may be adapted to modify the interrogation signal at least a second time for a third pre-

determined number oftransponder clock periods, a fourth predetermined numberof transponder clock periods

after successful reception of the transponder response signal by the interrogator.

The transponder preferably includes control means arranged to detect the second modification of the in-

terrogation signal and to disable the transponder for a predetermined time after the transponder ceases to

55 receive the interrogation signal.

The predetermined time is preferably determined by a timing circuit comprising a charge storage device

which is arranged to be charged by energy derived from the interrogation signal, and to be discharged at a

controlled rate after the transponder ceases to receive the interrogation signal.
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The modification of the interrogation signal preferably comprises a transition which occurs at a controlled

rate to keep the maximum frequencies generated by the transition within an acceptable range.

In an alternative embodiment of the system, particularly suitable for use in anti-theft applications, the

means responsive to a modification of the interrogation signal is adapted to disable the transponder for a pre-

determined period of time.

This allows a transponder attached to an article in a retail outlet to be disabled at a till or check-out, so

that it does not respond to interrogation signals from an interrogator at an exit.

Further according to the invention there is provided a transponder for use in the system defined above,

the transpondercomprising receiver means for receiving an interrogation signal, a transponderclock generator,

a code generator, transmitter means, and a modulator connected to the code generator, so that on receipt of

the interrogation signal the transponder transmits a response signal containing data which identifies the trans-

ponder, the transponder further comprising means responsive to a respective modification of the interrogation

signal synchronous with the response signal and indicating successful identification of the transponder from

its response signal to cease transmission of its response signal.

The transponder may include logic circuitry arranged to monitor the modification of the interrogation signal

and to cause the transponder to cease transmission of its response signal only if the modification of the inter-

rogation signal has a duration related to the duration of a predetermined number of transponder clock periods.

Preferably, the transponder logic circuitry is arranged to monitorthe modification of the interrogation signal

over a period corresponding to a single transponder clock period.

The means responsive to a modification of the interrogation signal may be adapted to disable the trans-

ponder for a predetermined period of time.

The transponder may include control means arranged to detect a second modification of the interrogation

signal and to disable the transponder for a predetermined time after the transponder ceases to receive the

interrogation signal.

The predetermined time may be determined by a timing circuit comprising a charge storage device which

is arranged to be charged by energy derived from the interrogation signal, and to be discharged at a controlled

rate after the transponder ceases to receive the interrogation signal.

BRIEF DESCRIPTION OF THE DRAWINGS

Figure 1 is a simplified block schematic diagram of an interrogator according to the invention;

Figure 2 is a diagram indicating schematically the basic operation of a transponder of the invention;

Figure 3 is a flow chart illustrating the operation of the interrogator of Figure 1 in use;

Figure 4 is a timing diagram illustrating the waveforms found in various parts of the interrogator circuitry;

Figure 5 is a schematic diagram of synchronisation circuitry of the interrogator circuit of Figure 1

;

Figure 6 is a timing diagram illustrating the operation ofa first version of the identification system, showing

the interaction of a transponder and the interrogator;

Figure 7 is a timing diagram of a second embodiment of the identification system;

Figure 8 is a simplified block schematic diagram of a transponder according to a second embodiment of

the invention;

Figure 9 is a schematic diagram of the gap detection logic circuit of Figure 8; and

Figure 10 is a flow chart illustrating the operation of the transponder of Figure 8.

DESCRIPTION OF EMBODIMENTS

This invention relates to an identification system similar to that described in South African Patent Applica-

tion No. 92/0039, the contents of which are incorporated herein by reference. One example of the identification

system comprises an interrogator or reader which transmits interrogation signals at a power of approximately

15W and at a frequency of approximately 915 MHz to a number of passive transponders. The transponders

derive a power supply from energy in the interrogation signal, and modulate a portion of the energy received

from the interrogator with an identification code to generate a response signal, which is transmitted back to

the interrogator.

The transponder can use separate receiver and transmitter antennas, or a single antenna can be utilised

for both reception and transmission. The response signal can be generated by modulating the reflectivity of

such an antenna, instead of using a modulator to redirect energy from the receiver antenna to the transmitter

antenna. Alternatively, the transponder can be independently powered and may generate its own response sig-

nal.

The system described in the abovementioned patent application provides for each transponder to wait for
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a random or pseudo-random period after receiving an interrogation signal from the interrogator, before trans-

mitting its own response signal. Successful identification of any transponder is indicated by a brief interruption

or other modification of the interrogation signal, following closely on the successful reception of a response

signal of any particular transponder. This acts as a turn-off signal to the relevant transponder. The random or

5 pseudo-random delay in the generation of response signals, in response to repeated interrogation signals, en-

sures that all transponders will eventually be identified by the interrogator.

Normally, if two transponders transmit respective response signals substantially simultaneously, the in-

terrogator will not successfully identify either of the transponders, due to interference between the response

signals. In response to a subsequent interrogation signal, the two transponders will transmit further response

10 signals with respective new random or pseudo-random delays, and will then be detected. However, in an ex-

treme case of the above situation, one of the two transponders may be much closer to the interrogator than

the other, so that its response signal swamps the simultaneously transmitted response signal of the other. In

this situation, the interrogator may successfully receive the response signal of the nearer of the two trans-

ponders, and will then indicate successful reception of that response signal by modifying its interrogation sig-

15 nal, to instruct the nearer transponder to turn itself off. This may be interpreted by both transponders to mean
that their respective response signals have been successfully received, so that they both shut off. This will

result in the second transponder not being counted.

In order to address the above worst case scenario, and generally to improve the reliability of detection of

transponders of this kind, the interrogator includes a synchronisation circuit which extracts a clock signal from

20 a successfully received transponder response signal, and which synchronises the interruption of the interro-

gation signal which is used to confirm successful reception of a response signal with the operation of the rel-

evant transponder. Because each transponder has its own internal clock, the frequency of which depends on

the power supply voltage derived from the interrogation signal, as well on the tolerance of the clock compo-

nents in the transponder, the clock frequencies of different transponders vary relatively widely. Thus, by syn-

25 chronising the shutting-off of the interrogation signal with the clock frequency of the relevant transponder, the

chance of another transponder having transmitted its response signal substantially simultaneously, and also

having a substantially identical clock frequency, is made remote. This improves the reliability of detection sub-

stantially.

Figure 1 shows the synchronisation circuit of the interrogator. The circuit includes an amplifier 10 which

30 amplifies the received response signal from the transponder which is responding toan interrogation signal from

the interrogator. This signal carries a transponder identification code in a Manchester code format. The signal

is fed to a transponder clock extraction circuit 12, a data extraction circuit 14, and a start detect circuit 16. The

extracted data and the extracted clock are sent to a microprocessor 18 for code validation along with a "Busy"

signal from an activity indicator circuit 34, which is generated when both the start detect circuit 16 and an ex-

35 tracted clock monitor circuit 20 provide an output, indicating that the hardware is busy processing a received

code. The start detect circuitry 16 monitors the output of the amplifier 10 to determine when a transponder

response code starts by looking for the quiet bits at the start of a received code, and provides an output to the

activity indicator circuit 34 when these quiet bits are detected. If the activity indicator circuit simultaneously

receives an output from the extracted clock monitor circuit 20, it sends a "Busy" signal to the microprocessor

40 to initiate a decoding cycle.

The clock extraction circuit 12 monitors all the transitions in the received Manchester code, only allowing

the transitions occurring within a certain tolerance about the middle of the bit period to generate clock pulses.

The output pulse train of the transponder clock extraction circuit 1 2 is fed to a phase comparator circuit 22 and

compared with the output of a voltage controlled oscillator (VCO) 26 in order to modify a timing reference vol-

45 tage (Vref) held at the output of the timing reference circuit. This reference enables the VCO 26 to generate a

"pseudo transponder clock" frequency locked to the extracted transponder clock frequency at the time the last

bit of the transponder code was sent. At the same time the extracted clock monitoring circuit 20 monitors the

extracted clock. When the last bit of the transponder code has been received no more transponder clock pulses

can be extracted and the extracted clock monitor circuit 20 signals the VCO 26 to hold its present output fire-

so quency, corresponding to the transponder clock frequency at the time of transmission of the last bit of data

from the transponder.

The output of the VCO 26 is fed to an interrogator shutdown logic circuit 28 which controls the operation

of the interrogator's transmitter circuitry 30, in conjunction with a "Valid code" signal from the microprocessor

18 via a logic circuit 32. On successful reception of the response signal by the interrogator, the interrogation

55 signal is modified in order to notify the relevant transponder that its response was received and that it must

cease further transmissions of its code.

The operation of a transponder is shown schematically in Figure 2. When the transponder receives an in-

terrogation signal, it modulates its own identification code onto the interrogation signal and transmits a re-

4
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sponse signal back to the interrogator. The transponder internal logic then monitors the interrogation signal

for a "turn-off instruction, represented by a brief interruption in the interrogation signal. If the turn-off instruc-

tion is detected, the transponder ceases its transmission. If no turn-off instruction is detected, the transponder

outputs its identification code again, after a random or pseudo-random delay, in response to the next interro-

5 gation signal, and the process is repeated.

The code transmitted by a transponder, as shown in Figure 2, is comprised of a number of quiet bits, fol-

lowed by a synchronisation bit, followed in turn by the Manchester code containing the transponder identifi-

cation data. A quiet bit is a bit period where nothing (logic LOW) is transmitted and should be distinguished

from a ManchesterZERO bit, in which a LOW is transmitted in the first half of the bit period and a HIGH during

10 the second half. In Manchester code a positive or negative transition always occurs in the middle of the bit

period. This fact is used by the interrogator synchronisation circuit to extract the clock used to generate the

Manchester code in the transponder. The synchronisation (sync) bit is a logic ONE bit, which when transmitted

in Manchester format is combined with the clock in such a way that the Manchester bit is HIGH in the first half

of the bit and LOW in the second half of the bit when the quiet period is LOW. Since the timing reference is

15 derived from measuring the pulse width in the first half of the Manchester representation of the sync bit it is

important that this pulse occurs in the first half of the bit and not in the second half of the bit.

The flow diagram of Figure 3 shows the steps that the interrogator hardware goes through, while some
of the associated waveforms are shown in Figure 4.

Step 1 : The output of the amplifier 1 0 is monitored for the quiet bits in order to find the start of the trans-

20 ponder identification code. The first bit sent after the quiet bits is a synchronisation bit which is

used to determine the period and hence the frequency of the code. A busy signal from the activity

indicator 34 is sent to the microprocessor 18 to indicate the start of a decode cycle.

Step 2: A constant current source in the timing reference circuit 24 generates a timing reference ramp

voltage Vref which is sampled for the duration of the sync pulse and then held. This reference

25 voltage relates directly to the clock frequency of the code.

Step 3: The timing reference ramp voltage is continuously generated and the voltage compared to a

weighted version of the reference. The waveforms shown in Figure 4 show how at 1.5 times the

reference voltage the data is latched and at twice the reference voltage the clock is generated

which is used by the microprocessor 18 to read the data at the output of the data extraction circuit

30 14. The timing reference ramp is reset when the extracted clock pulse occurs within the accepted

tolerance around twice the reference voltage. The ramp is sampled and held when the clock oc-

curs and compared to the reference which is modified in order to track the clock frequency of

the transponder.

Step 4: When no more clock pulses are received (after the last code bit has been decoded) the ramp is

35 not reset and proceeds to a voltage four times the reference, which activates step 5.

Step 5: At this point the extracted clock monitoring circuit 20 outputs a "hold" signal to the VCO 26 which

holds the timing reference voltage at its present value, so that the VCO continues to generate

its present output frequency. If the microprocessor determines that the decoded code is valid it

enables the interrogator shutdown logic to indicate to the transponder it has been successfully

40 identified. If it is not a valid code, the microprocessor 18 will reset the circuit by sending a "reset"

signal to the start detect circuit 16 and it will begin looking for the next code.

Step 6: The interrogator signal is modified in order to indicate to the relevant transponder that it has been

successfully identified. In the present embodiment this is achieved by turning off the transmitter

30 for a short period in the precise way described below.

45 Figure 5 shows in more detail how the phase locking and clock extraction process occurs. The start detect

circuitry 16 monitors the Manchester code at the output of the amplifier 10 and indicates code activity, which

starts the reference acquisition step 2. The output of a ramp generator 36 is sampled and held by a sample

and hold circuit 38 at the end of the sync pulse. This reference voltage (Vref) is multiplied by four by an amplifier

40 and used to generate a number of different reference levels by means of a divider and comparator network

so 42. The timing ramp is continuously generated and compared to the reference network in order to determine

what action to take. At 1.5 times the held reference voltage we are in the first half of a Manchester bit period,

and the state is latched into a D-type flip-flop 66. When the state transition occurs within its tolerance (1 .8 Vref

- 2.2 Vref) in the middle of the bit period, the extracted clock pulse is generated. This pulse is used by the mi-

croprocessor 18 to read the latched output of the D-type flip-flop. This action is repeated for the duration of

55 the code and the associated extracted clock. These generated references are based on the fact that the held

reference voltage is proportional to a pulse width of half a bit period measured in the first half of the sync bit

period.

When a clock pulse occurs a phase comparator sample and hold circuit 46 samples and holds the value

5
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of the timing reference ramp and compares this, after dividing it by two in a divider circuit 48, to the held timing

reference (Vref). If any difference occurs a portion of the difference is combined by an adder 50 with the ref-

erence (Vref) in order to pull the reference, and hence the generated clock frequency, towards the new value

of the extracted transponder clock frequency. When the code ends no further clock can be extracted resulting

5 in the ramp generator 36 not being reset. The ramp voltage then reaches four times Vref and the output of the

comparator42 operates a logic switch 52 which resets the ramp generator 36 and proceeds to generate pseudo

clock pulses at twice the updated timing reference period (Vref).

The microprocessor 18 reads the data out signal on each clock pulse and determines the validity of the

code by means of an error detection algorithm. In the present embodiment a simple parity check algorithm is

10 used. If the code passes the check the microprocessor allows the interrogator shutdown logic to modify the

interrogator signal and sends the code on to the processing circuitry of the interrogator system via a system

interface 54.

Referring now to Figure 6, a waveform diagram shows diagrammatically how the interrogator synchronises

its brief shut-down or "turn-off signal with the operation of the transponder. The diagram of Figure 6 shows

15 a modulation signal 56 which is generated by the transponder, and which finishes on period N + 1 of the trans-

ponder clock waveform 58. Two clock periods later, at clock period N + 3, the transponder logic circuitry checks

that the interrogation signal is still being received. Immediately after the transponder clock period N+3 the in-

terrogator shuts off its interrogation signal, reducing its output power 60 to zero, and remains off until the end

of the transponder clock period N+6. At the end of the clock period N+6, the transponder logic checks that the

20 interrogation signal is still absent. The interrogation signal is then restored to full power. At clock period N+7,

the transponder logic checks whether the interrogation signal is present again. The check is repeated at clock

period N+8. If all of the checks are correct, the transponder decides that the turn-off signal from the interrogator

applies to it, and disables the transmission of further response signals. The transponder remains off until such

time as the interrogation signal has remained off for a predetermined time, allowing the resetting of all trans-

25 ponders, and until the interrogation signal is restored subsequently.

The waveform 62 in Figure 6 is a pulse generated by the data extraction and code validation circuits of

the interrogator on detection of a valid response signal code from a transponder, while the waveform 64 is a

transponder enable signal generated by the internal logic circuitry of the transponder. As can be seen from

the diagram, the transponder enable signal changes state at the end of the transponder clock period N+8, after

30 confirmation of the turn-off signal from the interrogator.

To avoid generating undesired radio frequency interference, the interrogation signal is not shut-off or re-

stored instantaneously, but is shut-off and restored at a controlled rate by the interrogator shut-down logic cir-

cuit 28 over at least one transponder clock period, as shown in Figure 6. The rise time and fall time of the turn-

off/turn-on sequence are controlled to keep the maximum frequencies generated by the transitions within an

35 acceptable range. This is achieved by a filter circuit at the input of the transmitter 30 which limits the rise and

fall times of the driving signal applied to the transmitter input.

The transponder monitors a "rising edge" at the end of the interrogator turn-off signal rather than a falling

edge, since the characteristics of the latter tend to vary more with variations in system capacitance and other

component values, and with the power drawn by the transmitter.

40 The result of the above described techniques is that the "turn-off window in the interrogation signal which

is monitored by each transponder is effectively only one clock period wide (that is, the clock period between

N+6 and N+7), which reduces the likelihood of two transponders both transmitting and shutting down simul-

taneously. In a system comprising one thousand transponders, the likelihood of error is reduced to approxi-

mately 0.01%.

45 In certain applications, it may be necessary for the transponders to be interrogated more than once, with

short time intervals between interrogations, and subsequently for them to be interrogated at longer time in-

tervals. An example of such an application arises when transponders ofthe invention are used to identify items

of stock in a supermarket. When a delivery vehicle arrives at the supermarket, the contents of the vehicle are

scanned by an interrogator, and the resulting print-out or display is compared with a delivery invoice or inven-

50 tory. If any discrepancies are noted, the interrogation process may need to be repeated in a relatively small

space of time. This procedure operates as described above.

At the supermarket check-out, when a customer has filled a trolley with various items, each bearing a trans-

ponder, the transponders are reactivated and read by an interrogator connected to a till. In order to prevent

theft in the case of a self-service check-out, the interrogator sends a supplementary turn-off signal tothetrans-

55 ponder to turn it off for a length of time after it has been removed from the interrogation field. At the exit of

the supermarket a security check-out is located, capable of detecting any transponders which have not been

rendered inactive by this procedure. Some time after the customer has left the supermarket, the transponders

become active once more, allowing them to be used at home. For example, a customer could have an inter-

6
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rogator at home, which could be used to read the contents of a pantry, to determine which items need to be

re-purchased. (Otherwise, the transponders can be removed or destroyed after they have passed through the

check-out.)

In order to implement this aspect of the invention, the transponder is designed to look for two turn-off sig-

5 nals in succession. The transponder responds to the first turn-off signal as described above. When this turn-

off signal is detected, the transponder ceases further transmissions as long as it remains in the interrogator's

field. The transponder now looks for a second turn-off signal. If this second turn-off signal is detected, the

transponder charges up a capacitor, using energy from the interrogation signal, which disables the code gen-

erator circuitry ofthe transponder for a predetermined period (say, ten minutes) after the transponder has been

10 removed from the interrogator's field.

Figure 8 shows an example of a transponder which is able to respond to dual turn-off signals. The trans-

ponder comprises a receive/transmit antenna 11 0, the output of which is fed via diodes D1 and D2 to a power

supply capacitor C1 . When the capacitor C1 is sufficiently charged, the transponder circuitry is activated, and

the transponder begins to transmit its identification code as described above. The power supply from the ca-

15 pacitorCI powers a code generator circuit 112 and a clock generator circuit 114 which receives a "clock enable"

signal via a resistor R. The code generator, which in normal operating mode is enabled by a "code enable"

signal from a gap detection logic circuit 116, sends its output to a modulator circuit 118, which modulates the

transponder identification code from the code generator 112 onto the interrogation signal, at a clock frequency

determined by the clock generator circuit 114.

20 If the response signal from the transponder is successfully detected by the interrogator, the interrogator

transmits a first turn-off signal, as shown in Figure 7, between transponder clock periods N+3 and N+8. This

interruption in the interrogation signal is detected by the gap detection logic circuit 116 and the "code enable"

signal is removed from the code generator, disabling the transponder. The gap detection logic circuit 116 now
monitors the interrogation signal for a second turn-off signal, which, in Figure 7, occurs between transponder

25 clock periods N+10and N+14. If this second turn-off signal is detected, the gap detection logic circuit 116 sends

a switch control signal to a controllable switch S1 , closing the switch. This allows a timing capacitor CT to charge

up via a diode D3. When this capacitor has reached a predetermined level of charge, it turns on a field effect

transistor T1
,
removing the "clock enable" signal from the clock generation circuit 114. This disables the trans-

ponder, and the transponder remains in this state until it is removed from the interrogator's field. When this

30 happens, the timing capacitor CT is discharged through a parallel leakage resistor RL . Once the timing capacitor

CT has discharged fully, the transponder will again operate normally, and will respond to interrogation signals.

However, if the transponder is moved into an interrogation field at any time while the capacitor CT is still

charged, the clock generation circuit 114 will continue to be disabled, inhibiting operation of the transponder.

Figure 9 is a schematic diagram illustrating the gap detection logic circuit 116 of Figure 8 in greater detail.

35 The circuit has two inputs and two outputs, corresponding to the inputs and outputs shown in Figure 8. The

inputs are a "clock" input for receiving the transponder clock signal and an "RF power" line to monitor the pres-

ence of received RF power from the interrogator. The outputs of the circuits are a "code enable" output to the

code generator 112, and a switch control output "SW control" for controlling the controllable switch S1.

When power is initially applied to the gap detection logic circuit 116, a power-on reset circuit 120 applies

40 a reset signal to a disable flip flop 122 and resets a random gap generator circuit 124. The random gap gen-

erator circuit 124 provides an output pulse to a modulator enable flip flop 126 after a pseudo random delay,

effectively changing the spacing between successive data transmissions from the transponder. Arandom num-

ber generator in the random gap generator circuit is seeded each time a reset signal is received from the power-

on reset circuit 120. The modulator enable flip flop 126 is configured to start in a reset condition, providing a

45 reset signal to a frame length counter 128 which measures and controls the length of codes transmitted by

the code generator 112.

The Q output of the disable flip flop 122 is fed to the D input of the modulator enable flip flop 126. The

random gap generator 124 generates an output pulse at pseudo random spacing which toggles the modulator

enable flip flop 126. If the D input of this flip flop is high, its Q output becomes high. This serves as a "code

so enable" signal, enabling the code generator 112. This output is also fed to an AND gate 130, which allows the

transponder clock signal to the fed to the frame length counter 128, which records one count for each incoming

clock pulse as the code generator 112 outputs the transponder's identification code sequence. At the end of

the code sequence, the frame length counter overflows, providing a reset signal to the modulator enable flip

flop 126. This removes the "code enable" signal from the Q output of the modulator enable flip flop 126, and

55 enables a parallel load right shift register 132, which is loaded with a sequence of zero's except for the first

bit (the leftmost bit in Figure 9), which is loaded with a one. Each of six latch flip flops 134 to 144 is reset by

the output signal from the frame length counter 128.

The serial input of the shift register 132 is held at logic "zero" and a shift register is so arranged that for

7
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each clock pulse the loaded "1
" shifts one location to the right. The outputs of the shift register are so connected

as to clock the latch flip flops at the appropriate clock cycle corresponding with the timing diagram of Figure

7. The D inputs of the latch flip flops 134 to 144 are connected to the "RF power" line of the circuit, and the

latches either record a "1" or a "zero", depending on the state of the "RF power" line when the "1" propagating

5 along the shift register clocks the appropriate latch.

Should the interrogator have received a perfect identification code from the transponder and have modu-

lated the interrogation signal with an appropriate interruption or turn-off signal, the state of the latch flip flops

134 to 144 will correspond to a predetermined sequence of 1's and zeros, which is decoded by several gates

comprising invertors 146 and 148, and multiple input AND gates 150 and 152. When the correct turn-off mod-

10 ulation is received, a rising edge is output by the AND gate 150, which is fed to the clock input of the disable

flip flop 122, disabling further toggling of the modulator enable flip flop 126. If a second turn-off signal is de-

tected, the output of the AND gate 152 goes high, raising the "SW control" output, and disabling the onboard

clock generator of the transponder.

Figure 10 shows the operation of the above described version of the operation of the transponder in a

15 flow chart format.

The technology described above with reference to Figures 8 and 9 can also be applied to theft prevention

application, where the transponders of the invention are used to "tag" articles of merchandise in a retail outlet.

In such an application, an interrogator at a till or check-out transmits interrogation signals to transponders in

respect of articles of merchandise, and effectively sends turn-off signals to these transponders when they are

20 successfully identified. By means of similar circuitry to that described in Figures 8 and 9, the transponder is

disabled for a predetermined period (say, ten minutes). The customer then passes through an exit at which a

second interrogator is located. Those transponders which have been disabled by correct processing at the

check-out will not respond to the interrogation signals from the interrogator at the exit. However, transponders

in articles which have been shoplifted will be detected by the interrogator at the exit, which can generate an

25 appropriate alarm signal.

The transponders described above are relatively robust and inexpensive, and can be applied to a variety

of different articles, as mentioned above. In most cases, a single interrogator would not be required to identify

transponders associated with completely different types of articles. For example, an interrogator used in a su-

permarket for stock-taking purposes would not be required to identify motor vehicles. If each interrogator were

30 required to identify all possible transponders, an unacceptably large amount of information would need to be

stored in the interrogator, and the validation processing of the interrogator would become excessive. To cope

with this situation, interrogators and transponders intended for use with different categories of articles are al-

located codes of different lengths. For example, an identification system used in motor vehicle licence disc

validation can be allocated codes which are 24 bits in length, which will not be interpreted as valid by an adjacent

35 reader of vehicle registration numbers which operates with a 22 bit code. Even if transponders of the two sys-

tems are transmitting their response signals simultaneously, the random or pseudo-random delays between

response signals will ensure that transponders of both systems will eventually be heard.

40 Claims

1. An identification system characterised in that it comprises an interrogator and a plurality of transponders,

the interrogator including transmitter means (30) for transmitting an interrogation signal to the transpond-

er, receiver means (10) for receiving a response signal from the transponder, and processor means (18)

45 for identifying the transponder from data in the response signal; each transponder comprising receiver

means (110, 116) for receiving the interrogation signal, a transponder clock generator (114), a code gen-

erator (11 2), transmitter means (110), and a modulator (118) connected to the code generator, so that on

receipt of the interrogation signal the transponder transmits a response signal containing data which iden-

tifies the transponder, the interrogator being adapted to detect successful reception of a response signal

so from any transponder, to derive a synchronisation signal from the response signal of that transponder,

and to modify the interrogation signal synchronously with the response signal to indicate successful re-

ception of the response signal, each transponder including means (116) responsive to a respective mod-

ification of the interrogation signal to cease transmission of its response signal.

55 2. An identification system according to claim 1 wherein the interrogator includes clock extraction means

(12, 20, 22, 24, 26) for extracting a transponder clock signal from the response signal which is used to

synchronise the modification of the interrogation signal with the response signal from the transponder.

8



EP 0 585 132 A1

3. An identification system according to claim 2 characterised in that the clock extraction means (12, 20,

22, 24, 26) is adapted to generate a pseudo transponder clock signal which follows the frequency of the

extracted transponder clock signal.

5 4. An identification system according to claim 3 characterised in that the clock extraction means includes a

voltage controlled oscillator (26) which generates the pseudo transponder clock signal, and extracted

clock monitor means (20) which monitors the presence ofthe extracted transponder clock signal and which

controls the voltage controlled oscillator to maintain the frequency of the pseudo transponder clock signal

constant in the absence of the extracted transponder clock signal.

10
5. An identification system according to claim 4 characterised in that the interrogator includes timing refer-

ence means (24) arranged to generate an output voltage for controlling the voltage controlled oscillator

(26), the output voltage being related initially, when a transponder response signal is received, to the value

of a synchronisation code in the transponder response signal.

15
6. An identification system according to claim 5 characterised in that the timing reference means (24) is ar-

ranged to generate a voltage ramp, the voltage value reached by the ramp being related to the duration

of a synchronisation bit in the transponder response signal.

20
7. An identification system according to any one of claims 2 to 6 characterised in that the interrogator is

adapted to modify the interrogation signal for a first predetermined number of transponder clock periods,

a second predetermined number of transponder clock periods after successful reception of the transpond-

er response signal by the interrogator.

8. An identification system according to claim 7 characterised in that the interrogation signal is modified by

25 being interrupted.

9. An identification according to claim 7 or claim 8 characterised in that the transponder includes logic cir-

cuitry (116) arranged to monitor the modification of the interrogation signal and to cause the transponder

to cease transmission of its response signal only if the modification of the interrogation signal has a dur-

30 ation related to the duration of a predetermined number of transponder clock periods.

10. An identification system according to claim 9 characterised in that the transponder logic circuitry (116) is

arranged to monitor the modification of the interrogation signal over a period corresponding to a single

transponder clock period.

35
11. An identification system according to any one of claims 7 to 10 characterised in that the interrogator is

adapted to modify the interrogation signal at least a second time for a third predetermined number of trans-

ponder clock periods, a fourth predetermined number of transponder clock periods after successful re-

ception of the transponder response signal by the interrogator.

40
12. An identification system according to claim 11 characterised in that the transponder includes control

means (148, 152, SI) arranged to detect the second modification of the interrogation signal and to disable

the transponder for a predetermined time afterthe transponder ceases to receive the interrogation signal.

45
13. An identification system according to claim 12 characterised in that the predetermined time is determined

by a timing circuit comprising a charge storage device (CT) which is arranged to be charged by energy

derived from the interrogation signal, and to be discharged at a controlled rate after the transponder

ceases to receive the interrogation signal.

14. An identification system according to any one of claims 1 to 13 characterised in that the modification of

50 the interrogation signal comprises a transition which occurs at a controlled rate.

15. An identification system according to claim 1 characterised in that the means (116) responsive to a mod-

ification of the interrogation signal is adapted to disable the transponder for a predetermined period of

time.

55

16. A transponder for use in the identification system of any one of claims 1 to 15, the transponder being char-

acterised in that it comprises receiver means (110, 11 6) for receiving an interrogation signal, a transponder

clock generator (114), a code generator (112), transmitter means (110), and a modulator (118) connected

9
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to the code generator, so that on receipt of the interrogation signal the transponder transmits a response

signal containing data which identifies the transponder, the transponder further comprising means (116)

responsive to a respective modification of the interrogation signal synchronous with the response signal

and indicating successful identification of the transponder from its response signal, to cease transmission

of its response signal.

A transponder according to claim 16 characterised in that the transponder includes logic circuitry (116)

arranged to monitor the modification of the interrogation signal and to cause the transponder to cease

transmission of its response signal only ifthe modification of the interrogation signal has a duration related

to the duration of a predetermined number of transponder clock periods.

A transponder according to claim 1 7 characterised in that the transponder logic circuitry (116) is arranged

to monitor the modification of the interrogation signal over a period corresponding to a single transponder

clock period.

A transponder according to any one of claims 16 to 18 characterised in that the means (116) responsive

to a modification of the interrogation signal is adapted to disable the transponder for a predetermined per-

iod of time.

A transponder according to any one of claims 16 to 19 characterised in that the transponder includes con-

trol means (148, 1 52, SI) arranged to detect a second modification of the interrogation signal and to dis-

able the transponder for a predetermined period of time after the transponder ceases to receive the in-

terrogation signal.

A transponder according to claim 19 or claim 20 characterised in that the predetermined time is deter-

mined by a timing circuit comprising a charge storage device (CT) which is arranged to be charged by

energy derived from the interrogation signal, and to be discharged at a controlled rate after the transpond-

er ceases to receive the interrogation signal.
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